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INTRODUCTION RESULT AND DISCUSSION

Among 12 IT staffs ; interview was conducted for 8 Staffs o o
Based on the interviews there were 3 cybersecurity attacks in last 5 years, the last attack was in 2021 February. Qualitative data analysis of interview
The other two was during COVID 19 epidemic in the year 2020.

All the three attacks were ransomware and demanded payment through Bitcoins.

Software in-use is ACCPAC &VnC.

Currently no training given on cybersecurity for all the staff NURSING AWARENESS

Cybercrime emerged in the late 1970s as the computer information wvarn securry I HOW LONG KE? AUDIT

technology (IT) industry took shape. (Kruse et.al ,2017) POLICY LKs cyii”;i?;b“ﬁw

DEPARTMENT WISE

Until 2016, cybersecurity was something on hold in the healthcare T
organizations. (Nunes et al. , 2021) skl 10
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Cyber threats are increasing across all business sectors, with health = gg oon N 50/ C e ETEeEE PR TN TR .
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Cybersecurity awareness in hospitals is crucial to protect patient data | . 2322‘#‘%2%2% e e AP ICUSOT B EMERGENCY o e
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reating a comprehensive training module on cybersecurity for DISCUSSION
hospitals involves understanding the unique challenges and solutions | . PLAN FOR TRAINING MODULE L A A e L bl M A
in the healthcare sector. (Kuo et al.2020) pased on fhe Horsturs review T factors were identiied WannaCry ransomware attack targeted hospials and other organisations
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vulnerable ANUARY PILLINGDEPARTVENT PILLINGDEPARTMENT PHBHING MALS The Cedars-Sinai Medical Centre in he United States encountered a data

i organisation i
O cyber security breach that exposed patient information due to a phishing attack in 2020
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Indla Institute of Medical Smences (AlIMS) in Rishikesh encountered a

AIM AND OBJECTIVES

1 SEPTEMBER ACCOUNT/FINANCE DEPARTMENT  ACCOUNT/FINANCE DEPARTMENT  STRONG PASSWORD AND

Aim : To assess the awareness of cyber security among healthcare workers and develop a training module lack of lack of 30 min FREQUENCY OF CHANGING THE ransomware attack in 2020, which disrupted hospital systems and patient
|a UIn PASSWORDS services.
awareness plaguing A 4
managemet — - | |

Siklelll MeRARES hetoaliivae The result is similar to the other cases in India and international healthcare

. . 180 min VIRUSES, TROZEN VIRUSES oraanisation

‘ To identify factors related to cyber threats and data breaches ( Factors affectlng cybersecurlty) [Pt ittt

: : CONCLUSION
To assess the cybersecurity compliance among healthcare workers.

‘ To recommend training module to improve the cyber awareness and cybersecurity in a tertiary care hospital
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Process Structured Nursing staff Other healthcare workers =R s
mapping interviews awareness survey awareness survey
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